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Western Backstop (WEB)
Emissions and Allowance Tracking System (EATS) Analysis

|. Introduction

This section of the State Implementation Plan/Triba Implementation Plan (SIPTIP) isan
andysis of the information management needs of the Western Backstop Emissions and
Allowance Tracking System (WEB EATS) which is arequirement for the program under 40
CFR 51.309. Section 309(d)(h)(4)(v) of the Regional Haze rule requires that “the
Implementation Plan must provide for submitting data to a centralized system for the tracking of
alowances and emissions.” The purpose of this document isto describe the architectural and
system requirements necessary to support a State/Regiona emissions trading program
information system. The document summearizes the overal needs and objectives of an emissons
trading system to ensure successful implementation of the program. It isintended to serve asa
roadmap to help WRAP implement the program once it has been triggered.

II. Overview of the System and Analysis

Figure 1 contains agraphica depiction of the overdl information system, including the
basc users, functiondity needed for each of these user types, and ahigh leve architecture.
Section 111 describes each functional area of the application. Section IV describes the primary
user groups and how they relate to the functional areas. Section V describes the considerations
affecting the choice of technica architecture for the gpplication. Section VI describes
recommended design and development approaches, and Section VII addresses the overal
responghilities of the Tracking System Adminigtrator (TSA).

The development and deployment of this gpplication, if needed, would most likely occur
after 2013, possibly later. It isassumed that currently available technology would not be used,
nor isit possble to project what advancements in technology would be avalable. For this
reason, this report does not address specific technologies, except as a reference point for better
understanding or describing capability that would be needed. The focusis on generd issues
related to technology and the functiona requirements for designing and implementing the

program.

The scope of the gpplication and information system needs which are described do not
extend to severd areasrdating to the possible implementation of the Backstop Trading Program
envisoned by Section 309. Excluded areas include the basdline emissions inventory for
determining whether the program triggers, performing initid alowance dlocations, and evauating
and tracking early reduction credits. Also, it has been assumed that it is not necessary to
support asignificant level of variation in requirements or needs from different States or tribes and
that areas in which these requirements may vary, such as enforcement activities beyond the
automatic provisons of the program, would be addressed in other systems.
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[11. Functional Areas

The system to support the WEB Trading Program must contain functionality to support
implementation of the trading program in the following areas. source inventory, user
management, account management, alowance dlocations, dlowance trading, emissons
reporting and collection, compliance, and program assessment. At thistime, the system
functionality does not include consideration of alowance transfer price data. However, there
may be a need to include this functiond areaiin the find system design, and the overdl system
design needs to dlow for this possible expansion of the functional areas. Because the core
requirements for alowance transfer price tracking remain uncertain, this section does not discuss
thisfunctiond areain further detail. Each of the other areas of functiondity is described below.
In addition, core requirements relating to the areas are defined.

A. Sourcelnventory
1. Description

a. Fadlities and Units

The centra focus of the system isthe list or inventory of sources which are affected by
the program. Thisinventory isinitidly derived from the basdine emissons inventory deve oped
to support the development and approva of the WEB Trading Program as part of the SIP/TIP
approvd process. Tothisinitia inventory, it is expected that States and Tribes may add
sources, either during the period prior to triggering the program or after the Program Trigger
Dae. Throughout, it is expected that sources will permanently cease operation or "retire” To
support the dynamic inventory, the information syssem must alow the addition of new sources
and track the status, including the regulatory status, of al sources identified as potential program
participants beginning with the basdine period.

To support changes in facility operation and ownership in both the pre-trigger and post-
trigger period, it will be necessary to track basic changesin facility identity, including facilities
which, due to these types of changes, change "identity" or divide into two facilities. This
functiondity would indude tracking facility name changes.

It is assumed that States and Tribes would be responsible for identifying dl "new”
sources to the database and for making decisions and entering data about the applicability of the
program to a new source. Once asource isidentified as being subject to the program, the
maintenance of these data would be the primary responsbility of the owners and operators of
affected sources through the source representative. A single, secure porta for changing these
data would be provided to authorized industry representatives.
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b. Source Owners

The owners and operators of each source authorize individual(s) to represent them
regarding alowance trading, emissions reporting and al other compliance activities. The identity
of the owners and operators should be tracked to ensure that legd responsbility for compliance
can be accuratdly determined a any point in time during which complianceisrequired. The
WEB EATS should track changes in owners and operators for a source.

c. Source Representatives

The designated representatives appointed by the owners and operators of the source are
aso tracked so that appropriate communication about program activities involving the source
and compliance isfacilitated. Under the Duty to Register provisions, representatives of a source
initidly must register and use condstent source identifiers with the source program data first
entered by the State or Tribe. The representative is responsible for the accuracy of submissons
and certifying source compliance. Program rules should be structured to ensure that a no time
during the operationa phase of the program is an affected source unrepresented.

d. Source and Unit Detail

Additiond information about the facility and units, including fuels, controls, and other
operationa information would be necessary for program implementation, particularly with
respect to emissions monitoring, and for program assessment. During the design phase for
WEB EATS devel opment an assessment of these needs and the availability of information from
other sources (for example, ashared air program database at EPA or in a State/Tribe) should
be performed.

2. CoreData Entitiesand Attributes
1 Fadlities. Location, source category or type, permit IDs, size, Federadl and State/Tribal

cross identifiers with other data systems, program status, operationd status (including
retirement status), initid on-line date (for new sources).

Units. Rdationship to facilities, type, Federd and State/Triba cross identifiers with
other data systems, operationa status (including retirement status), initid on-line date
(for new units).

People. Type and duration of relaionship to facilities, type and duration of agent
relationship to representatives, address, affiliation, security level, user 1D, passwords (or
equivaent), phone numbers, email or equivaent.

Owners/operators. Address, relaionship to facilities.




WEB EATS Andysis
July 18, 2003

Program applicability. Exemptions, opt-in or other program status information, including
year affected (or non-affected), identification of Category 1 and 2 sources, etc. Could
include permitted production capacity or other permit data.

3. Core Functional Requirements

Populate initid facilities and units.

Add and update facilities and units.

Add and update owner/operator information.

Change owner/operators for facilities.

Add and update individua information for any person utilizing or identified in the
goplication.

Change representatives for facilities.

For on-line changes, provide to users documentation of changes in owners and
representatives to meet recordkeeping requirements. This could be email or other
electronic format.

Track changesin facility names and program identifiers and relationship to prior entities.
Communicatelverify facility and unit inventory changes, particularly where change
impacts regulatory status or responsibilities or triggers deadline.

Add and update program applicability data.

B. User Management

1. Description

User security and authentication are key requirements for the WEB EATS. To support

these requirements the application must contain functiondity to store user identifying information
and associate each user with the gppropriate security level. A system administrator, or person
designated by the system adminigtrator, must use tools provided in the application to review and
approve user accounts, and to access and monitor usage.

For any on-line access and submission by an industry user, the system should require

gppropriate compliance certifications and contain arecord of certifications.

2. CoreData Entities and Attributes

People. Relationship to facilities or to representatives and their agent, address,
affiliation, type, security level, user ID, passwords (or equivaent), phone numbers, emall
or equivaent.
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I User Access Requests. User identification (per People), information to facilitate
approval, status of request (gpproval, denia).

1 Catification Records. Content of certification, date, user identification.

3. Core Functional Requirements

Receive requests for user regidration.

Approve/deny requests and establish security groups.

Provide notification of request status and assigned user 1D and passwords (or
equivaent).

Develop and apply user privileges for specific functiond areas and categories of data.
Delete or archive users.

Revoke or modify user access privileges.

Display appropriate certification statements for review and agreement.

C. Account Management
1. Description

In the modd rule, an Allowance Tracking System account is defined as an account
"established for purposes of recording the dlocation, and for holding, transferring, or deducting
dlowances" The WEB EATS should contain at least four types of accounts. generd,
compliance, retirement and government accounts. 1t must include a range of functiondity to
support each type of account.

A compliance account holds alowances which are used for compliance purposes.
There is one compliance account for each source subject to emissions trading requirements and
the compliance account is assumed to have the identicad owners and representetives asits
associated source. A compliance account should be automatically created for each new source
when a source has met the appropriate registration requirements. For specified periods,
compliance accounts or the alowances in those accounts may be subject to restrictions on
trading to facilitate annua compliance assessment.

A general account dlows anyone to hold alowances separate from the compliance and
true-up process. A representative for afacility must move alowances from a genera account to
a compliance account before the true-up deadline in order to use them for current year
compliance. A genera account is created upon request of any individua or entity, and like a
facility's compliance account, must have a defined owner and an individua person named as an
account representative. Genera accounts are populated through trading functions, described
below. The sysem adminigtrator should have the ability to archive or deactivate agenerd
account if specified criteriaare met (such as containing no alowances for a specified period of
time). For analysis purposes, the type of generd account holder should be identified.

-6-
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A retirement account holds alowances which have been used for annua compliance to
offsat emissions or which have been voluntarily removed from the market by its owners. At
least one retirement account will be identified initidly; additiona accounts may be necessary to
meet specific needs, if adetailled analysis of requirements indicates that separating retired
alowances would be useful for analysis or other purposes.

A government account holds alowances which are still under the control of a State or
Tribe (or, astheir agent, the Tracking System Adminidtrator). These accounts will contain
seridized alowances to be dlocated in the future. The new source set-aside, for example, isa
government account.

2. CoreData Entitiesand Attributes

I Accounts. Identification number, type, restrictions, relationship to source (if any),
State/Tribe, or owner/representatives, owner type.

People. Type and direction of relationship to accounts, address, affiliation, security
leve, user 1D, passwords (or equivaent), phone numbers, email or equivalent.

I Ownersoperators. Address, relationship to accounts.

3. Core Functional Requirements

Add/create generd accounts.

Change owner/operators for general accounts.

Change representatives for genera accounts.

Add/creste retirement, government, and compliance accounts (System admin only).
Implement freeze on account or specific alowances within account.

Archive or delete accounts.

Notification of changes to user and other responsible persons.

D. Allowance Allocations (Initial and Ongoing)
1. Description

The system should support both initid and ongoing alocations of alowances from
government accounts into compliance accounts. Theinitid dlocation for the firs five year
period would be provided by States or Tribesin aformat to be defined by the TSA and system
designers. It isrecommended that the alocation process replicate the transfer of alowances
from account to account, thus creating an audit trail of the alowance back to its origind issuing
State or Tribe. It isrecommended that the system design include a standard file format for
submission of initid alowance dlocations by the State or Tribe.
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All dlowances would be seridized according to a numbering system to be determined as
part of the system design when they areinitidly populated in the gpplication. This serid number
would be a permanent attribute of each alowance and could not be changed.

Ongoing dlocations, which occur every five years for al dlowances, would be
supported through a process smilar to the initia alocation, depending primarily on a standard
file format, containing alocations determined by the State or Tribe for the period.

The gpplication should generate a draft and fina Regiona Allocation Report for each
five year dlocation period.

The gpplication should support periodic alocations of alowances to compliance
accounts for new sources from the new source set-aside. Speciaized tracking and reporting
would be needed to record the date of al requests and the status of the set-aside account.
When this account is depleted, the tracking information would be used to prioritize alocation of
future alowances to these sources.

The application must support alocations of alowances for opt-in sources on an annud
bass. It isassumed that the State or Tribe would provide data to support opt-in source
alocation (including source identification) either on-line or in an ectronic formet.

The application must support notification of dl alocations to registered sources and to
the appropriate State or Tribe.

If asource representative eects a monitoring option for a unit under 1.(b) of Section |
(Monitoring, Recordkeeping and Reporting) of the modd rule, the source representative would
submit arequest to the State or Tribe about this eection, and must provide information about
the portion of the facility's alowance dlocation attributable to these units. Upon approva of the
request by the State or Tribe, the TSA (or the State or Tribe directly) would mark the
gppropriate number of alowances as "non-tradeable’ in the alowance account for the source
for dl years dready dlocated. A record of the request and approva would be stored, so that
future alocations would aso be marked as non-tradeable. If the specid monitoring status under
Section 11.(b) is revoked or no longer applicable, the "non-tradesble”’ status of the alowances
would be changed by the TSA.

2. CoreData Entitiesand Attributes

I Accounts. Identification number, type, restrictions, relationship to source, State/Tribe,
or owner/representatives, owner type.

Allowances. Serid number, type, origin, year (if not indicated by serid number), non-
tradegble indicator.
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I Transactions. Transaction identifier, date, alowance range, transferor account,
transferee account, type of transaction.

I ActionLog Typeof submisson or request, user, source, status, €tc.

3. Core Functional Requirements

Import of alowance dlocations from file provide by State or Tribe.

Assgn serid numbers to new alowances.

Noatification system to automatically inform industry users of alocations and future
respongbilities.

Notification or report system to keep States and Tribes informed re dlocation Satus.
Tracking capability for new source set-aside requests.

Allocations to compliance accounts from new-source set aside.
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Figure2
Flow Chart of Allowance Allocation Process
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from file provided by
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l
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to new Source
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E. Allowance Trading
1. Description

The ability to trade alowances supports the underlying principle of an emissonstrading
program and the functiondity to support alowance trandfersis critica to the WEB EATS.
Security of the data and transparency of the transfer record are criticd to the overal program
and should be carefully evauated. The WEB EATS must provide the TSA the ability to
maintain information on al current account holdings and an audit trall of dl dlowance

-10-
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transactions, including both market transactions and regulatory transactions. The current
standard for emissions trading programs established by EPA isto adlow industry usersto record
dlowance transfers on-line in real-time. These gpplications support both interactive, on-line
transfers and batch transfers using specified file formats to transfer larger numbers of alowances.
For batch transfers, industry has devel oped software to monitor alowance ownership and
submit large volumes of dlowance trandfers with a minimum of user intervention. It is assumed
that the technica capability for secure system-to-system interactions will continue to improve

and that this approach will be more widdly used in the future. Current allowance trading systems
also support transfers performed by the TSA based on the receipt of paper forms. It is assumed
that the rdiance on paper formswill continue to diminish. Whether this functiondity should be
supported in the WEB EATS should be eva uated.

During the true-up period, activity in compliance accounts is frozen to dlow the TSA to
conduct the necessary compliance evauation and alowance retirement. The WEB EATS
would alow users to submit dlowance tranders for dlowancesinvolved in an ongoing
compliance process, but these transfers would be held and recorded following the completed
process. All affected parties would be informed of the status of these transfers both when
submitted and when finally recorded or denied.

For on-line transfers performed interactively by the transferor, the WEB EATS should
provide access only to those accounts over which the transferor currently exercises control.
Account access would be determined by the WEB EATS based on the user's relationships to
specific generd or compliance accounts. From these accounts, the user would select the
accounts and specific alowances for the trandfer. The user would then identify the account into
which the dlowances should be trandferred. It is assumed that digible recipients include generd
accounts, compliance accounts or avoluntary retirement account. The user would be asked to
review and verify the transfer prior to its taking affect.

The process for dectronic transfers of batch transfers will be more technology
dependent. It would undoubtedly require definition of file transfer formats and security
standards to ensure authentication of the submitter and completeness and qudity of the data. It
is not feasible to predict standards or available technology for this process at thistime.

The paper-based process used by the TSA would be similar to the interactive process.
Depending on the volume of paper transfers, redundancy of data entry or additiond verification
should be considered to ensure data quality and accuracy.

For dl trandfers (interactive, batch or paper), the WEB EATS must support a process
of communication to both the transferor and transferee so that transfers recorded are fully
disclosed to al parties and errors or other disputes between parties can be quickly identified and
resolved.

-11-
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The WEB EATS must support a process of elther transaction reversal or transaction
error correction, or both. This functiondity would be restricted to the TSA.

Reports would be available to the TSA and designated State/ Tribe usersto review
gpecific transactions or overdl transaction activity a any time.

2. CoreData Entitiesand Attributes

Accounts. Identification number, type, relaionship to source, State/Tribe, or
owner/representatives.

Allowances. Serid number, type, origin, year (if not indicated by seria number).

Transactions. Transaction identifier, date, allowance range, transferor account,
transferee account, type of transaction, status.

3. Core Functional Requirements

Interactive transfer.

Batch transfer.

Capability to freeze compliance accounts with regard to alowances involved in ongoing
compliance assessment.

Notification to transferor and transferee.

Reports and summaries.

Allowance transaction audit trall.

F. Annual Compliance Assessment
1. Description

Following each control period, the TSA must perform an assessment of annua
compliance with the basic program requirement that each affected source hold a number of
alowances equa to or exceeding the tons of SO, emissons for the period. The compliance
module of the WEB EATS would support receipt of annua compliance natifications and
certifications by the source representative. It is expected that most representatives would
provide the certifications and designate alowances to be deducted using an on-line access
amilar to the dlowance trandfer capability. Following receipt of the annua compliance forms,
the WEB EATS would then compare the dlowances held in the compliance account and the
levd of emissions for the source (taking into account the year of alowances, flow control
limitations and prior exceedances) and deduct the appropriate alowances from compliance
accounts into retirement accounts. Emissons reported at the unit level would be "rolled” up to
the facility level. The process would result in acompliance report or compliance assessment
notification to source representatives, States and Tribes.

-12-
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In addition, the WEB EATS would assess the need to gpply flow control in subsequent
years and determine the gppropriate flow control factor.

Findly, the WEB EATS would identify any failure to meet dlowance limitations. Based
on the leve of excess emissonsthe WEB EATS would compute the appropriate pendties, both
monetary pendties and deduction of subsequent year allowances.

2. CoreData Entitiesand Attributes

Annua compliance catifications. Facilities, submitter name/ID, year, compliance
certification statements.

Tracking. Lig of fadilities for whom an annud compliance certification is required,
received, etc.

1 Compliance Reaults. Pendlties, deductions, status, yeer.

3. Core Functional Requirements

Receive and store annua compliance certifications.
Perform compliance assessment.

Cadlculate exceedances.

Cdculate flow control gpplicability and ratios.
Communicate compliance results.

-13-
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Figure3
Flow Chart of Annual Compliance Assessment Process
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G. Emissons Tracking and Emissions Reporting
1. Description

Emissions tracking and reporting for compliance purposes following the program trigger
will require awide range of functiondity and datatables. There will be aneed to evauae
carefully how and whether the functiondity of the Emissons Tracking Database used for
milestone tracking inventory purposes can be utilized to support the pogt-trigger emissions
reporting. Also, it will be very useful to identify any potentia overlgp with existing emissons
reporting systems used for other nationd or regiond trading programs. For example, EPA plans
to put into place the Emissions Collection System (ECS) and Monitoring Plan System (MPS)
sometime after 2004. Although the software itself may not be adgptable for use as the emissons
reporting module of WEB EATS, the system requirements and design should be consulted as an
additiona, more detailed, roadmap in the initid stage of system design.

The following generd areas of functiondity would be required:

Reporting Requirements and Tracking Information. To facilitate program
implementation, the WEB EATS would identify monitoring and reporting obligations of each
source participating in the program and track the receipt of required information. At least three
types of reporters are envisoned:

I Part 75 reporters (submitting SO, emissions reports directly to EPA);
I Hourly non-Part 75 reporters; and
I Annua reporters (not participating in trading because of monitoring limitations).

For each of these type of reporting there are digtinctly different reporting obligations and
functiondity to support submissions and reported information.

Monitoring and Emissions Information for Part 75 Units. For Part 75 affected
sources who are reporting SO, monitoring and emissons data directly to EPA, the assumption is
that redundant submission of these data would not be required. Instead, the WEB EATS would
access or recaive information from the EPA system about submissions and reported vaues
under Part 75. Although EPA does not share these data directly with other data systems
currently, it is anticipated that technological advances and the demand for shared data by other
emissions trading programs would make this not only viable, but routineg, by the time the
program trigger occurs.

Monitoring Information for Non-Part 75 Units. For non-Part 75 units monitoring
under Section | of the mode rule, the submission requirements are not spelled out in the model
rule. We recommend and assume that the program require and support the electronic

-15-
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submission of monitoring plans that are needed to establish an identification base for monitoring
methodol ogies, monitoring locations and monitoring systems. These data are heeded to support
periodic reporting of hourly emissions data and to ensure that the data from monitoring systems
are certified and quality assured. Tracking capability would be needed to assst in identifying
whether required submissions (electronic and hardcopy) have been received, reviews conducted
and approvalsissued. This capability would assst States and Tribes, the TSA, and source
representatives in the implementation phase of the monitoring program.

Becauise monitoring plans contain important components which are ether graphics or
documentation and are not easily stored as data ements, system designers should consider
including document management cgpability to complement the tracking of information and
sharing of data between dl parties. A robust document manager could provide a submisson
process and eliminate or greatly reduce submisson of hard copy materid. Thisisan areain
which technical options and standard practices may improve significantly prior to the program
trigger year.

Emissions Data for Non-Part 75 Units. For non-Part 75 sources required to monitor
SO, emissons, the WEB EATS would support submission, processing and storage of hourly
emissonsdata. By current sandards, the volume of and processing capability for hourly data
could be large. However, it is expected that processing power and data storage capability will
continue to expand and cogts will decline. It is aso expected that the submission process would
utilize the next generation of broadband access and communication, in whatever direction
technology dictates. Standardization of data reporting protocols would probably facilitate
design and implementation of data submission requirements. The shape of the WEB EATS
would be dictated to alarge degree by available technology, supporting basic functiondity of
receipt, tracking, checking, andysis, and communication between the regulated sources and
program management.

Quality Assurance of Emissions Data. Underlying successful cap and trade programs
is the assumption that the emissions recorded and traded are comparable from State to State,
Tribe to Tribe and industry to industry. Clear monitoring protocols and quality emissions data
are needed to maintain the viability of the program. The monitoring and emissions deta
collection process should include the appropriate level of checking, anadydsto ensure accurate
and complete monitoring and reporting. Part 75 isauseful modd of standards and checking
which has provided the gppropriate level of market assurances about the qudity of emissions.
The designers and developers of the WEB EATS should provide comparable capability,
including caculation checks, assessment of monitoring system qudity assurance compliance, and
the accuracy of missng dataroutines. Emissions data should be evaluated to check routindy
and periodicaly for anomdies and incongstencies.

Petition Tracking. To meet SIP approva requirements, petitions for dternative
monitoring would require joint approva of the State/Tribe and the U.S. EPA. The WEB EATS
should provide a mechanism to track petitions and their approva and disapprova in a centraly
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accessiblelocation for al State, Tribal and EPA program adminisirators. The WEB EATS
should highlight and define dectronically any aspect of the petition which resultsin dlowable
changes to reporting of monitoring or emissons data.

Annual Emission Satements for Reduced Monitoring Units For units with reduced
monitoring requirements under Modd Rule Section 11.(b), the owner or operator would submit
an annud emissions statement. The WEB EATS would track receipt of these submissons and
record the emissions vaue reported. Annua production data or other information may aso be
required on a case-by-case basis as a condition of State or Tribe acceptance of the request
under Paragraph b. These data should aso be recorded in the data system.

2. CoreData Entitiesand Attributes

I Tracking. Including projected monitoring and reporting deadlines, submissions, and
approvalsor other status.

Emissions Methodology/Reporter Type. Compliance period, Fecility/Unit.

Monitoring Locations. Units, stacks and pipes and attributes.

Monitoring Sysems Detall. Monitoring systems, formulas.

Cetification and Ongoing Quality Assurance Test Data. Test dates, overall results, test
detail data.

1 Cumulaive Quaterly and Annud Emissons.

1 Hourly Emissons Daa

3. Core Functional Requirements

Track deadlines, requirements and submissions.

Communicate with users about upcoming deadlines or deficiencies.
Receive emissons report, quarterly and annud.

Recalve origind and revised monitoring plans.

Receive monitoring system certification and quality assurance data.
Recelve quaity assurance test data and perform quality assurance checks.
Address data quality problems.

Provide find emissons data for annua compliance.

-17-



WEB EATS Andysis
July 18, 2003

H. Program Assessment and Analysis
1. Description

Ongoing program assessment and evauation is an explicit respongbility of the TSA and
the system design and requirements should reflect the needs for various types of assessment
including: environmentd benefits, geographic impacts, market function, implementation
successes and failures, co-benefits, and SO, control strategies. In each of these areas, the
proposed database design should be evauated to determine whether anticipated needs will be
met. Theandytica utility of the datain WEB EATS will be enhanced in some cases by ensuring
that accurate and complete links to other databases are supported and maintained. Similarly,
geographic anayses will be enhanced by having high qudity and complete locationd informetion.
These data will facilitate the availability and use of deposition and other modeling data

It isimportant to consider the needs of users who want access to basic and repeatable
analyses and the needs of users who want access to the data to perform complex analysis or
one-time andyss. The basic user may best be served by providing standard reports designed to
provide a program overview, summary statistics or status reports on specific types of activity.
Combined with basic filtering and sorting options, awell designed report will meet many of the
ongoing needs. More flexibility in data andysis could be provided by developing a more robust
query tool, perhaps with control over report formats and output file types. For the high end user
with more complex anadytica needs or requiring use of data volumes beyond the capability of
the user interface platform, the ability to request and ddliver datain standard formats should be
consdered. If it isdetermined that the basic user needs include access to large volumes of data
in predictable summary formats or quick access to complex data, the design and development of
a data warehouse to facilitate this access should be considered.

2. Core Data Entitiesand Attributes

1 Datawarehouse. To provide easier access to aggregated data for analys's purposes.

3. Core Functional Requirements

Generate standard reports.

Provide data query tool.

Provide capability for data export and ddlivery.
Provide links to other information systems.

-18-



WEB EATS Andysis
July 18, 2003

I. Public Information Needs and Requirements
1. Description

To support market trading, information about market activity must be available to
market participants and the generd public. Thisincludes, in particular, information about
alowance trades and the identity of market participants, including representatives. The specific
data content would be evauated in detall at the time of design and development. It is expected
that public access to some data, for example the triba dlocations for set-aside, would be
limited.

It should be noted that the timeliness of the datais a critical aspect; but it may be
appropriate to provide access to different types of information at different intervals. For
example, adaily update cycle for dlowance trading and representative changes has been
adequate for the Federa trading programs; access to reported emissions data may be provided
quarterly or even annudly.

The ease of access for the public is aso important. The current andard is to publish
data though the Web, either in areadable format such as .pdf, in a sandard spreadsheet format
or through a query tool which retrieves and displays dataiin .html format through a browser.
Although the technology available for public access to information in the next decade is not
eadly predicted, it would be expected that similar methods of providing access would be
sdlected. Thetechnica architecture and data formats should be selected based on security,
speed or performance, overdl accessihility to the technology, and flexibility offered in terms of
both output and format.

2. CoreData Entitiesand Attributes

1 Datawarehouse. To provide easier access to aggregated data for andysi's purposes.

3. Core Functional Requirements

I Timey public access to source inventory, account, allowance and representative
information.

Public access to periodic emissons data.

Data downloading or extraction.

V. Typesof Users
Asdepicted in Figure 1, there are five basic categories of users for the gpplication:

State and Triba users; industry users, generd account holders; the Tracking System
Adminigrator; and public users.
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A. Stateand Tribal Users

Staff members of a State or Tribe participating in the Backstop Emissions Trading
Program would be key stakeholders and users of the gpplication. These users would have
read-only accessto dmogt dl datain the gpplication and a variety of reports. They would
provide key data to the system using a combination of data upload or on-line capability. These
would include facility and unit and program applicability data, genera alowance dlocations,
alocations from new source set asdes, and approvas of monitoring submissions. These users
would have no day-to-day responghilities for the operation, management or maintenance of the
gpplication or data.

Figure4
Use Case Diagram: Stateand Tribal Users
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B. Industry Users

Representatives of the regulated community would aso be key users of the application.
These users would have access to data relating to sources under their control, as defined by
their roles and respongbilities as source representatives. 1n this capacity, they would be able to
maintain source and unit information, transfer dlowancesin compliance or generd (that they set
up) accounts to and from other accounts, and submit required emissions data and compliance
certifications.

Figure5
Use Case Diagram: Industry Users
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C. General Account Holders

A representative for a general account would aso have access to the application to
update genera account information, create new accounts, transfer alowances out of their
genera accounts to other accounts and to view reports. The generd account holder would have
limited (or no) access to source information, unless the holder is dso a compliance account
holder or until such information is determined to be public information.

Figure 6
Use Case Diagram: General Account Holders
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D. Tracking System Administrator

The Tracking Sysem Adminigrator (TSA) would utilize virtudly dl functiondity
contained within the application. In gppropriate circumstances the TSA would act on behdf of
State/Triba, industry and general account users. In addition, the TSA would perform al types
of sysem management and maintenance activities to ensure effective operation of the
goplication. The TSA would approve access for al users of the application.

Figure7
Use Case Diagram: Tracking System Administrator
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E. PublicUser's

Public users have read-only accessto selected data within the system. This access
would be cons stent with the security requirements of the application and data.

Figure8
Use Case Diagram: Public Users
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View Standard
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V. Technical Architecture

A key component of system design is the sdection of a common architecture. One of
the mgor components of system architecture is the number of levelsor layersin asysem. An
goplicaion ingtaled on a usar's machine that does not communicate with any other applications
or systemsisal-tier sysem. A client-server system, where one gpplication Sits on auser's
compuiter (client) and another, related application Sits on the server isa 2-tier sysem. Mogt
Web gpplications are 3-tier systems, where there is a browser and Web server (client), a
business logic server and a database server. The system should be built with at least three layers
to separate the display (client), business logic, and database, so that each layer could be
modified without having to change other parts. The exact architecture would be determined at
the time of system design.

The find decisions about system architecture should consder many factors, including
security, performance, and maintainability.
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A. Security

Dueto the importance of dataintegrity and accuracy in the WEB EATS, security will be

extremely important. The security measures should be based on current best practices and
dandards. The system's security can be divided into two areas. application and server leve
Security.

1. Application Level Security

The system's gpplication level security conssts of the protective measures designed into

the gpplication’'s code. These include the logical measures to determine which users may access
which areas of the system, the manner in which sesson management is handled and the
protection of sengtive information, like passwords, at the application level.

Password Encryption. The systlem must include a process to authenticate dl authorized
usersto the system. Today's system utilizes encryption to protect the vulnerable data
elements, such as user passwords. Implementation of an extremely robust encryption,
routine or its equivaent should be incorporated into the system.

Separate Logins. Each user should maintain a unique username and password, with the
password encrypted and stored in a secure database. Each user should be assigned a
unique ID.

Separate User Types. The access rights and redtrictions should be controlled &t the user
group level. Each user group would have a unique set of rights and restrictions within
the WEB EATS. Upon user login to the system, the user's specific user group security
should be verified and rights and restrictions set for the sesson. If the user belongsto
multiple user groups, they should be assigned the highest rights for a given section or
action among their user groups.

Audit Tral. The system design should include specific requirements to maintain an audit
trail of data adds, updates, and deletes for critical datadements. This audit trail should
be designed to detect and resolve challenges to the data (for example, allowance
ownerships), and as an additional means of restoring data should there be a breach of
data integrity.

Session Management.  Strict session management control, in which sesson tokens are
properly protected and vaidated, is essentid. When two gpplications are run remotely
from each other (like abrowser and a server), they require session tokens to be able to
communicate about the application date. To prevent attackers from hijacking active
sessions and assuming the identity of a user, session tokens need to be regularly re-
validated.
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2. Server Security

The system's server level security conssts of the protective measures designed to

protect the server itself from inappropriate access. These include proper server maintenance
and the modifying of default system passwords.

Sarver-Sde Data Vaidation and Business Logic. To the extent possible, dl business
logic and data validation should be checked and handled at the server level and not be
coded a the client or browser level. Server-sde vaidation improves performance and
reduces the risk of a user bypassng business logic designed to prevent them from
submitting invalid data. Server-gde vdidation includes business logic aswell asbasc
datatype vdidation (i.e, length, range, data type, characters sets).

Server Maintenance. The servers or hogt platform should be maintained according to
security standards. For example, many of today's current servers are patched on a
regular basis with the latest security releases as soon asthey are available. Because
flawsin server oftware are usudly well known in the hacker community, it isimportant
to protect the server from attackers.

System Passwords. The system passwords to the servers or host platform should be
modified from their defaults and changed on regular intervals. Because the default
passwords for commercia servers are commonly known, they pose a security threat
and should be changed. Also, standard security practices should be followed regarding
the regular changing of passwords.

3. Physical Data Security

Physical data security should be provided by the measures to protect the data center, a

specidized facility that hosts an gpplication, from dangers. These dangersinclude theft, naturd
disagters, manmade catastrophes, and accidental damage (e.g., from electrica surges, extreme
temperatures, spilled coffee, etc.). The data center that hosts the WEB EATS should maintain
strong security practices and undergo periodic audits.

4. Backup and Recovery

The database should be backed up at least daily and the gpplication files should be

backed up regularly. It may be advisable to back-up the alowance transaction data at a more
frequent interval, based on the frequency of use and level of recoverability deemed necessary.
A copy of the backup files should be stored off-gte from the data center to ensure minimum
downtime should a catastrophe occur.
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A Catastrophe Recovery Plan (CRP) should be created to enable the gpplication to
return to service as soon as possible following a catastrophe. Most CRPs contain the following:

Threet andysis,

Risk assessment,

Mitigation steps,

Response and recovery plans,
Damage assessment process,
Sdvage procedures, and
Rehabilitation plans.

B. System Performance

The system’s performance can be greetly improved with the intelligent gpplication of
best practices and procedures for performance tuning and system design. Theseinclude the
following:

1. Database Design and Query Optimization

The database should be designed with performancein mind. All database queries
should be optimized to maximize performance. Use of views and indices or smilar database
functiondity should be consdered to maximize database performance. By limiting the results to
only those that will be utilized immediately, the sysem will minimize the server and network
resource load.

2. Session Variables

System design or programming technologies that overuse sesson variables can degrade
the performance of the system. Therefore, only information that absolutely must be maintained
to keep the session active should be stored in session variables. Following a user logout or the
expiraion of ashort time limit, sesson variables should be explicitly purged from memory.

3. Archiving Data

Data should be archived regularly to conserve database space and enhance
performance. A mechanism should be provided for retrieving the archived data for reporting
purposes.

4. DataVolume

The data volume of the WEB EATS will be largdy determined by the number of
sources and the frequency of data collection. With a planned number of sources of lessthan a
thousand, which may include the periodic submittal of hourly data collection, the database is
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projected to grow approximately 4GB per year. To ensure maximum performance, the
database should be regularly re-indexed and monitored for performance. It is recommended
that the emissions data collection component St on a separate server from the business logic
server for performance gains.

5. Frequency of Use

The system design should take into account the number of users, the level of access, and
the volume of data provided by users for specific processes. The WEB EATS usageis
expected to be wel within the norma expectation of capability for asmall to moderate sze
goplication. For emissons data submisson, the volume of datamay be reatively high (by
current stlandards) and require specid design consideration.

C. Maintainability

To achieve aflexible system that evolves with program needs, the system should be
developed for maximum maintainability. If the gpplication is based on vendor software, it should
be built upon well-known technology and platforms. If it is custom developed, it should be well
documented and based upon best programming practices and standards and developed in a
common development language. These measures will minimize time and cost to maintain the
goplication following implementation.

In addition, the programming team should be required to adhere to programming
standards, including code organization and documentation, to facilitate support and
enhancements after deployment.

Post-deployment modifications should be devel oped by a set protocol including input
from users.

D. System Outputs

The system should support various types of outputs, including data transfers, eectronic
communications, like email, and connections to external sysems. During the system design, the
needs of the proposed users and the archiving of data should determine exactly which system
outputs should be available.

1. Data Transfers

The periodic trandfer of emissons and related data should be communicated to the
gpplication viaa standard information exchange protocol. The exact protocol and procedure
will need to be determined based on best practices and volume of data a the time of
implementation. Each data record should be error checked to verify itsintegrity during the
submission process.

-28-



WEB EATS Andysis
July 18, 2003

2. Electronic Communications

The gpplication should contain functiondity thet notifies parties viaeectronic
communication upon the execution of certain actions. These actions would include, for example,
dlowance trandfers, freezing/unfreezing accounts, and system maintenance notices. The exact
list of actions, subsequent message media, recipients, and structures should be determined as
part of system design.

3. External System Connections

The application would be expected to provide data to external data systems such asthe
Emissions Inventory System that the WRAP will be using to perform the program trigger
evauationstracking. The system should aso support connectivity with the Nationa
Environmental Information Exchange Network and Triba Emissions Implementation Software
Solution (TEISS). The exact methods used to connect other systems will be determined at the
time of system design.

The application should aso be able to communicate and transfer data files to and from
other EPA data and dlowance tracking systems, such as the system supporting the federd SO,
emissons trading programs.

E. Application of Platform Selection Criteria

During the preliminary phases of the systlem design, asignificant decison will be the
seection of the technology platforms or architecture for the systlem. These platforms include the
Web server, businesslogic server, database server, and client interface. For each of these
plaforms, condder these issues with the following questions in mind:

1 Daavolume. Will the volume of datawhich must be maintained, transferred and
analyzed be supported by the database and/or the application? Be sure to caculate the
data volumes over the estimated life cycle of the project kegping in mind any gpplicable
program specific or overarching regulatory requirements relating to government
recordkeeping.

Performance. What are the minimum performance requirements for basic application
tasks, such as accessing the system, updating source information, transferring
alowances? What are the minimum performance requirements for infrequent tasks,
such as annua compliance assessments, data quaity andyses, or submitting hourly
emissons data? What are the performance requirements for reports?

Relative Cods. What are the overall cost condtraints? What is the acceptable ratio of
design costs to development costs and initid deployment costs versus maintenance
costs? Research these issues for comparable systems and platforms.
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Maintainability. What specific sandards and assumptions should be impaosed for
maintanability?

Connectivity. Which connectivity standards should the system support?

Efficency. Are there specific design choices which will impact the efficiency of program
implementation? Examine design options and platform options to maximize efficiency
benefits of the information system for the overal operation of the program. To what
extent should the efficiency benefits to regulated industry, generd account holders and
the public be taken into account?

1 Avalability. Whet leve of system availability is acceptable for each type of user?
V1. Design and Development Approach

The second objective of this document isto serve as a roadmap to help the States and
Tribesimplement the program once it has been triggered. Outlined below is an implementation
methodology that the States and Tribes can follow to design, develop and deploy the system. In
addition, this section provides an andysis of cost and scheduling factors that should be
considered.

A. Recommended | mplementation M ethodology

Upon the trigger of the WEB Trading Program, detailed system requirements will need
to be assessed. The following section recommends, steps to design, develop and implement an
information system for the program. It is recommended that a workgroup be created and
assigned respongbility for thistask. The workgroup should be comprised of user group
representation, program anadyst(s), and technical specidisi(s).

1. Requirements Verification

The firgt sep following the need to implement the program will be to verify the
requirements of the information system. Since many of the procedura dements of the SIP/TIP
will be decided in the future, the exact functiondity may have changed since the creetion of this
document. Therefore, detailed requirements should be verified and incorporated into a system
andysis document. It is expected that this stage of the process will require significant
participation of al stakeholders, particularly the States and Tribes participating in the program.

2. Assessment of Current Standards and Technology

Following the verification of requirements, the workgroup should research and assess
the current standards and technol ogies applicable to this type of information system. Sincethis
goplication would probably not be designed until many years after this document, it was
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determined that the current standards would have little va ue and these have not been evauated
or referenced.

3. Technical Architecture Option Evaluation

Just as the standards and technology should be evaluated, so should the possible
technical architectures, as discussed above. Most systems at the time of the creation of this
document are 3-tier, but that should certainly not limit the architecture of the WEB EATS. Also,
the suggested measures for security and maintainability may no longer be goplicable, and should
thus be re-eval uated.

4. Closeness of Fit

Based upon the system analysis requirements, standards, and architecture assessments,
the workgroup should perform a Closeness of Fit study to andyze the available products,
technologies, and platforms available. By andyzing the fidd of products, technologies, and
platforms available, the Closeness of Fit study should conclude with arecommended product or
st of development technologies and standards.

5. Decision

Based upon the Closeness of Fit study, the workgroup should sdlect a product from a
vendor(s), develop a custom system, or a combination of the two.

6. Design/Customization/Development Strategy

Following the decision to elther sdect a Commercid Off-the-Shdf (COS) product,
develop a custom gpplication, or customize an existing application, the workgroup should select
adeveoper and/or TSA to design, develop and implement the system.

The development plan should include a careful review of the schedule of program
implementation and requirements to ensure that the necessary elements of the application arein
place at the appropriate time. A staged process, with design, development, and deployment of
specific system modules, is recommended. For example, theinitia phase of development would
probably focus on the source registration cgpability and initial alowance dlocations. Later
development could include alowance transfers capability, annua compliance assessment or
overdl program assessments.

7. Development

Following agreement upon the system design, the developer or TSA should develop the
system utilizing modern development best practices and procedures. It is recommended that the
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developer and/or TSA work with the members of the requirements gathering workgroup to re-
affirm and adjust requirements as needed.

8. Quality Assurance/Testing

Following the successful development of the system, the devel oper/TSA should submit
the system for rigorous testing. A test environment should be set up and a test database should
be populated with data that closely match the quantity and type of datathat will be utilized
during live transactions. All phases of the system should be rigoroudy tested by the
developer/TSA, States and Tribes, and a select group of end-users.

9. Deployment

Following successful quaity assurance of the system, the workgroup and the
developer/TSA should agree that the system is ready to be deployed or implemented in a
production environment. Prior to production, the database will need to be populated with the
necessary basdline information including source inventory data, emissions data, users, etc. The
developer/TSA should provide training/ingtructions to users of the system aong with appropriate
documentation. It isassumed that participating States and Tribes will work closely with the
TSA to define and implement a communication strategy to ensure compliance with al program
requirements and full use of the information management system devel oped to ensure its success.

B. Timing/Schedule

If thereis no Sgnificant delay after program trigger in the initiation of the information
system design and development process and if a staged approach to deployment is adopted,
then an implementation schedule in which the necessary system dements are in placeis
achievable. This objective should be stated at the outset of the project.

It should be noted that the use of COS or the customization of an existing system might
reduce the initid development time for the syssem. To fully design, develop and deploy a
custom gpplication by today's sandards might extend one to two years. Additiona time might
be necessary if there were sgnificant issues reating to functiondity or process about which State
and Triba participants could not agree. Technology trends indicate that forthcoming design and
development methodologies will likely reduce this estimeate.

C. Codt Factors
Factors driving the cost of the information system include technical platform, design
complexity, data volume, security level, and the level of and approach to integration with other

datasysems. The availability of and use of COS or another gpplication asthe basisfor the
gpplication would also affect cods.
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1. Technical Platform

The technicd platform includes the server software and business logic systems that are
required. There are awide range of optionsfor the level of solution required and cost. A
middle-ground solution is most likely the most suitable for the WEB EATS, one that maximizes
flexibility and maintainability.

2. Design Complexity

The level of complexity incorporated into the system design will be alarge cost factor.
Generdly, the more complex systems are, the more they cost. Based on the current system
andysis, the system design gppears to be moderately complex. Aswith any gpplication, the
requirements phase of the project may result in relatively more or less complex requirements,
directly affecting cods.

3. Data Volume

The amount or volume of datawill be akey cost driver in selecting the database server.
If only one database is utilized for both the dlowance and emissons datain WEB EATS, the
database will grow quickly and will require a high-end solution to maintain performance levels.
It is expected that the rlatively high data volume will require databbase optimization and regular
tuning, which will add to the maintenance cods.

4. Security Level

The leve of security built into the syssem will certainly affect the cost. The more robust
the security modd is, the more time consuming and costly to implement. The security level
detailed in Section [11(A)(1) dictates amoderate level of security.

VIl. TSA Responsbilitiesand Performance Criteria
A. TSA Responsibilities

The Tracking System Adminigtrator (TSA) will have responsihbility for the deployment of
the Site, ongoing maintenance and the day-to-day program implementation tasks associated with
the program. It seems likely that the TSA would aso design and devel op the information
system, but it is not necessary that both development and support should be provided by the
same organization. Regardless, the ongoing responghilities of the TSA would include two types
of support: information system and program implementation.
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1. Information System

This category of support isto ensure that the information system is properly

adminigtered, supported and performs al required functiondlity.

Data security. The TSA would assume responsibility for ensuring thet the security of the
ste and the datais monitored and protected on an ongoing bass. Thiswould include
monitoring access to the Site and attempted but failed access (particularly if occurring in
ggnificant volume).

Daaintegrity. The TSA would assume responghility for ensuring that the integrity of the
datais monitored and protected on an ongoing basis. Thiswould include ensuring that
the referentid integrity of the datais maintained, a data backup plan isimplemented, and
any opportunities for data corruption are identified and addressed.

Data quality assessment and corrective maintenance. The TSA would develop within
the application and be respongble for performing data checks to identify duplicative
information, data omissions or other data of poor quality that are not easily prevented by
error checks or data standards. The TSA would make corrections to the data, as
necessary, and maintain documentation of changes.

WEB EATS enhancements. The TSA would document and evauate any proposed
enhancements, modifications or additions to the gpplication. Working with the
State/Tribe participantsin the trading program and within established budget condraints,
the TSA would perform, test and deploy the modifications (in coordination with the
assigned programming team).

WEB EATS documentation. The TSA would have responghility for maintaining all
technica documentation for the WEB EATS (including enhancements and for
maintaining records relaing to its ongoing operation).

User technical support. The TSA would provide technical support to dl users of the
goplication. Thiswould include telephone support and responses to requests or inquiries
through other means of communications. The TSA would maintain records of all
technica support and the TSA response. Technica support needs could aso be
addressed through the use of other support tools, comparable to the FAQs or online
support systems currently in use.

Performance monitoring. The TSA would be responsible for monitoring the overal
performance and availability of the gpplication for al types of users. Thiswould include
identifying the causes of any disruption of service or avallability and identifying any
persstent problems experienced by the user community.
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Database adminigration The TSA would monitor data performance and perform dl
mai ntenance and optimization tasks affecting the performance of the database. The
TSA would maintain records of dl database adminigiration activities.

2. Program Implementation

The TSA isdso expected to implement the program for the consortium of States and

Tribes participating in the program. Thisis necessary to ensure that the program will be
implemented consstently and cogt effectively.

User access adminigiration This support would include evauating and responding to
user access requests, password changes, and related usage issues.

Coordination with States and Tribes. The TSA will coordinate, as necessary, with each
State or Tribe participating in the program to ensure that the State or Tribe fulfills ther
responsbilities and is aware of the need for their participation in decisons or issues.
Thisincludes aiding the States and Tribes in developing enforceable procedures for
recording the necessary data. For example, the TSA would obtain dlocation lidts,
petitions, retirement approvals, information about new sources, and reduced emissons
monitoring under Section 11.(6) of the modd rule from the State or Tribe.

Perform alowance dlocations. Using the information provided by the State or Tribe,
the TSA would perform alowance trangfers from government accounts to compliance
accounts. The TSA would provide areport (or eectronic file) to the State or Tribe of
these actions.

Periodic gtatus reports on system activity and program implementation issues. On a
regular basis (monthly, quarterly and annudly), the TSA would provide to the

participating State and Tribes a summary of program activity. This report would
include, for example, asummary of alowance transfer activities, a status report on
emissons reports, or the level of public access to the database.

Annua compliance assessment. The TSA would perform the annua compliance
assessment or true-up and would coordinate with industry, States and Tribes regarding
the results of this process. Following review or gpprova by the participating States and
Tribes, the TSA would findize the compliance assessment by retiring the gppropriate
number of allowances from compliance accounts. An end-of-year compliance report
would be made available.

Communicetion srategy devel opment/implementation/support. Throughout the life of
the program, the TSA would work with the participating States and Tribes to maintain
and implement a communication srategy and plan. The purpose of the plan would be to
ensure full participation of affected sources in the emissons trading program and to
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maximize understanding of and knowledge about the program among dl interested
parties. The content of the plan would include a strategy for generd guidance, day-to-
day communications to sources about their actions (trandfer confirmations, data receipts,
etc.), Stae/Triba reports, communications between States and Tribes about ongoing
program issues such as monitoring gpprovas or petitions, participant or public meetings
and publications containing program results or environmental assessments.

Overal program assessment. The TSA would assigt the States and Tribes in designing
and conducting an assessment of the overdl program operation, costs, and
environmental benefits on a periodic basis.

Error correction, followup and documentation. The TSA would be responsible for
correcting any data entry errors reported by usersthat are not within the security limits
for the user.

B. TSA PerformanceCriteria

To ensure adequate support for the program, it will be necessary to establish
performance criteriafor the TSA.

1. Technology Standards

For the WEB EATS and technology support, the key criteria should be based on
technology standards prevaent at the time of deployment and they should be tailored to the
technica architecture sdected for the WEB EATS. The following criteriawould fdl into this
category and should be defined at the appropriate time. The importance of each of these factors
should aso be considered during the WEB EATS system design phase and in the selection of a
technica architecture.

1 System performance (response time, number of concurrent users supported, frequency
of WEB EATS or database errors, €tc).

1 Sysem availability (average downtime).

I Timeiness of public accessto data
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2. Contract Performance Standards

Other important criteriardating to TSA performance would be the traditiond criteria
relaing to overal performance with repect to basic contract terms. These would include:

Responsiveness to customer concerns,
Timdiness and quality of status reports,
Overdl cod, and
Budget accuracy.

-37-



WEB EATS Andysis
July 18, 2003

Refer ences

1. Jenkins, George Henry. Information Systems Policies & Procedures Manud. Paramus,
NJ: Prentice Hall, 1997.

2. "The Ten Most Critica Web Security Vulnerabilities" The Open Web Security Project.
13 Jan. 2003. <http://www.owasp.org/>.

3. United States Environmental Protection Agency. Clean Air Market Programs.
Emissions & Allowance Tracking System.

4. United States Environmental Protection Agency. State/EPA Information Management
Workgroup. Blueprint for a Nationd Environmentd Information Exchange Network.
June 2001.

-38-



